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	New Release


Definition table
	Variable Name
	Description
	Default Value

	MONGODB_HOST
	Name of the mongodb host machine
	

	MONGODB_DATABASE
	Name of the database for Commsnet
	CommsNet

	MONGODB_UHF_USER
	Mongodb username for the UHF module (could be the same as other mongodb usernames)
	

	MONGODB_UHF_PASSWORD
	Password for the mongodb UHF user
	

	MONGODB_UHF_V7_COLLECTION
	Name for the UHF mongodb collection
	Uhf

	
	
	

	MONGODB_HF_USER
	Mongodb username for the HF module (could be the same as other mongodb usernames)
	

	MONGODB_UHF_PASSWORD
	Password for the mongodb HF user
	

	MONGODB_UHF_V7_COLLECTION
	Name for the UHF mongodb collection
	Hf

	MONGODB_SKY_USER
	Mongodb username for the SKY module (could be the same as other mongodb usernames)
	

	MONGODB_SKY_PASSWORD
	Password for the mongodb SKY user
	

	MONGODB_SKY_V7_COLLECTION
	Name for the SKY mongodb collection
	Sky

	
	
	

	MONGODB_API_USER


UHF_ZONE_EXTRA_INFO_V7_COLLECTION
	Mongodb username for the API module (could be the same as other mongodb usernames)

Collection for extra information for this zone.

	

	MONGODB_TRB_PASSWORD
	Password for the mongodb TRB user
	

	MONGODB_TRB_V7_COLLECTION
	Name for the TRB mongodb collection
	TRB

	MONGODB_TRB_USER


MOTOTRB_URL
MOTOTRB_USER
MOTOTRB_PASS




MOTOTRB_REST_URL
MOTOTRB_REST_USER
MOTOTRB_REST_PASS


	Mongodb username for the API module (could be the same as other mongodb usernames)

MotoTRB Soap url, user and password






MotoTrb Rest url, user and password.


	

	MONGODB_API_PASSWORD
	Password for the mongodb API user
	

	ENVIRONMENT_NAME
	COMMSNET_DEV, COMMSNET_QC, COMMSNET_PRE, or COMMSNET_PROD
	

	


MONGODB_GSM_V7_COLLECTION



JWT_SECRET_KEY_AUTH

This value should only be generated at first installation. This value should be the same between updates.


Access Permissions. *Secction 1.7

	


Mongodb Collection for GSM data



ONLY ON FIRST TIME INSTALL: Random string 287 characters long
ON UPADTE: USE PREVIOUS GENERATED VALUE.



	

	<MINUSCA_RADIOVIEWER_GROUPID>

	Id for MINUSCA RADIOVIEWER _{ENVIRONMENT} UniteId group

	

	
	
	

	<MINUSCA_FLIGHTVIEWER_GROUPID>

	Id for MINUSCA FLIGHTVIEWER _{ENVIRONMENT} UniteId group
	

	<MINUSMA_RADIOVIEWER_GROUPID>

	Id for MINUSMA RADIOVIEWER _{ENVIRONMENT} UniteId group

	

	
	
	

	<MINUSMA_FLIGHTVIEWER_GROUPID>

	Id for MINUSMA FLIGHTVIEWER _{ENVIRONMENT} UniteId group


	

	<UNMISS_RADIOVIEWER_GROUPID>

	Id for UNMISS RADIOVIEWER _{ENVIRONMENT} UniteId group
	

	
	
	

	<UNMISS_FLIGHTVIEWER_GROUPID>

	Id for UNMISS FLIGHTVIEWER _{ENVIRONMENT} UniteId group


	

	<UNSOS_RADIOVIEWER_GROUPID>

	Id for UNSOS RADIOVIEWER _{ENVIRONMENT} UniteId group

	

	
	
	

	<UNSOS_FLIGHTVIEWER_GROUPID>

	Id for UNSOS FLIGHTVIEWER _{ENVIRONMENT} UniteId group
	

	



	
	


Purpose of this document
This document describes the procedure required to deploy a CommsNet environment version 8_0 for the environments of QC, PREPROD and PROD.
Prerequisites
1. One Linux infrastructure with Internet Access, Docker service installed and appropriate firewall rules for API server.
1. One Linux infrastructure with MongoDB server installed, with the following users(which can be merged into one):
. User with read-write access to the database for each crawler module
. User with read only access to the database for the api module
Installation overview
Installing CommsNet System Release Package 8_0 has the following steps:
1. Deploying the configuration package
1. Installing UHF module
2. Installing Sky module
3. Installing MotoTRB module
4. Installing API module
5. Installing Nginx module
6. Installing Apex module
7. Installing Inspector module
8. Installing Notifications module
9. Installing HF module
10. Installing FSSAIMS module
11. Installing ODBC module
Installation CRAWLER Server
If there are failover servers on the environment, the following procedures must be repeated in both the main server and all of the failover servers.

Stopping Previous Deployment 
Stop all previous CommsNet modules from docker
# docker rm -f  $(docker ps -f name=commsnet -q)

Create directory for metrics logs :

# mkdir -p /srv/logs
# chmod 777 /srv/logs


PRE

docker pull crgsc.un.org/uniteaware/commsnet_pre/api:8.0 ;\
docker pull crgsc.un.org/uniteaware/commsnet_pre/hf:8.0



PROD

docker pull crgsc.un.org/uniteaware/commsnet_prod/api:8.0 ;\
docker pull crgsc.un.org/uniteaware/commsnet_prod/hf:8.0


API Crawler
Download new api crawler : docker pull crgsc.un.org/uniteaware/commsnet_pre/api:8.0;

Remove api Container : docker rm -f commsnet_api_8_0

Start the module
./start_container api

HF Crawler
Download new hf crawler : docker pull crgsc.un.org/uniteaware/commsnet_pre/hf:8.0;

Remove hf Container : docker rm -f commsnet_hf_8_0

Edit config.yaml in /srv/commsnet-8.0/hf

	hf_crawler_config:
  module_id: "hf_crawler"
  source_id: "06"
  force: False
  monitor_collection: "CommsNetMonitor"
  deployment_host: "comms-d-api-01.global.un.org"
  jsonlog_dir: '/tmp/logs/hf'
  primary: true
  preferred_primary: true # only the prefered primary node will promote to primary when both nodes are secondary
  isSSL : false
  max_data_expiration: 604800 # max time in seconds before now to retrieve data 1 week
  database:
    mongodb_host : "comms-d-api-01.global.un.org"
    mongodb_uri: 'mongodb://comms-d-api-01.global.un.org:27017'
    mongodb_db : "CommsNet"
    mongodb_user : "root"
    mongodb_pass : "S3ndD4ta"
    mongodb_port : 27017
  query_time_every_seconds: 120
  missions:
    - mission : 'MINUSCA'
      mission_id : 2
      timeout: 20
      base_hf_dir: 'HF'
      hf_directories:
        - sector : 'Bangui'
          zone: 'Movcon'
          directory: 'movcon'
          db_name: 'main.sqlite'
          share: '//10.152.2.165/db'
          id: 0
        - sector : 'Bangui'
          zone: 'JTFB'
          directory: 'jtfb'
          db_name: 'main.sqlite'
          share: '//10.152.2.187/db'
          id: 1
        - sector : 'Bangui'
          zone: 'MOC'
          directory: 'moc'
          db_name: 'main.sqlite'
          share: '//10.152.58.123/db'
          id: 2
        - sector : 'Sector West'
          zone: 'Bouar'
          directory: 'bouar'
          db_name: 'main.sqlite'
          share: '//10.152.66.29/db'
          id: 3
        - sector : 'Sector Center'
          zone: 'Kaga Bandro'
          directory: 'kagabandro'
          db_name: 'main.sqlite'
          share: '//10.152.82.155/db'
          id: 4
        - sector : 'Sector East'
          zone: 'Bria'
          directory: 'bria'
          db_name: 'main.sqlite'
          share: '//10.152.74.5/db'
          id: 5
    - mission : 'UNMISS'
      mission_id : 3
      timeout: 20
      base_hf_dir: 'HF'
      hf_directories:
        - sector : 'TEST_UNMISS'
          zone: 'Test'
          directory: 'unmiss'
          db_name: 'main.sqlite'
          share: '//10.155.215.11/RTS'
          id: 0    



Start the module
./start_container hf


Notifications Crawler
Download new api crawler : docker pull crgsc.un.org/uniteaware/commsnet_pre/notifications:8.0;

Remove api Container : docker rm -f commsnet_notifications_8_0

Start the module
./start_container notifications

Check status
To test if the system is working properly execute:
{ ENVIRONMENT_URL}: the url of the environment, ex 
· for QC: https://qc-commsnet.dev.dpko.un.org
· for PRE: https://pre-tracking.dfs.un.org
· for PROD: https://tracking.dfs.un.org

# curl { ENVIRONMENT_URL}/mcop/status 

This will return a json with the status of every crawler:
Example in QC:
# curl https://qc-commsnet.dev.dpko.un.org/v7/status

Response:
[
  {
    "module_id": "uhf_crawler",
    "count": 21,
    "message": "OK",
    "status": 200,
    "timestamp": 1585125842
  },
  {
    "module_id": "sky_crawler",
    "count": 10,
    "message": "OK",
    "status": 200,
    "timestamp": 1585125837
  },
  {
    "module_id": "trb_crawler",
    "count": 86,
    "message": "OK",
    "status": 200,
    "timestamp": 1585125827
  }
]

If there is an error, it will have an status != of 200. And the message field will show the error.

Final Steps
If there are failover servers on the environment, the following procedures must be repeated in both the main server and all of the failover servers.
The following procedures must be repeated in all the servers (API and Crawler Servers )

If everything went OK. Clean old unused images and containers.
Warning, this must be done AFTER checking that 8_0 version is working properly and we do not need a rollback.
In order to clean unused containers:
# docker rm -f $(docker ps -a -f name=7_6_0 -q)
# docker rm -f $(docker ps -a -f name=7_5_0 -q)
# docker rm -f $(docker ps -a -f name=7_4_0 -q)
# docker rm -f $(docker ps -a -f name=7_3_0 -q)


And to clean the unused images:
# docker images -aq | xargs docker rmi


If we have to Rollback last version.
If we need to do a rollback, we should remove the latests containers:
# docker rm -f $(docker ps -f name=7_7_0 -q)

And we start the previous version
# docker start $(docker ps -f name= name=7_6_0  -qa)











AZURE GROUPS:

	id
	displayName

	a1feaae6-52e2-446e-bb6b-2a8122d857e8
	UA-DEV-MINUSMA-COMMSNET-ROLES

	853cf844-47e6-4abd-a2df-dc4b2fd7da4c
	UA-DEV-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	610a7be0-262b-4b26-b6ee-ecdcdfc47018
	UA-DEV-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	379a72ae-8663-4717-9536-0f45a3eebc47
	UA-DEV-UNMISS-COMMSNET-ROLES

	ca7587fd-ca9a-4acd-a020-9fd958eb877d
	UA-DEV-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	53b744dc-0073-4e18-909a-b5663d36263a
	UA-DEV-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	81f65162-9297-4d5e-a7da-7fd9f8ac9c30
	UA-DEV-UNSOS-COMMSNET-ROLES

	780cfd0c-a3cc-42d9-9a14-7fdeacfc64f6
	UA-DEV-UNSOS-COMMSNET-ROLES-FLIGHTVIEWER

	40ac1d2c-b9fa-473a-bf52-54e1874ae302
	UA-DEV-UNSOS-COMMSNET-ROLES-RADIOVIEWER

	eaf35385-4d97-46a2-93e1-363a729a4683
	UA-MINUSMA-COMMSNET-ROLES

	882bc7f4-cbcf-438f-bd53-af9b41b4c92d
	UA-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	8d6ce2e6-0c5d-4bdb-9e02-fe2c772ac531
	UA-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	85140b37-d5da-4c9e-8f0e-27c36eb7db02
	UA-PRE-MINUSMA-COMMSNET-ROLES

	67c782f2-ca83-4e09-8847-6223f6e73c30
	UA-PRE-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	c42a3fe9-500d-4f00-a3bc-e66ca11dde93
	UA-PRE-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	d9aa94d5-19aa-477b-b063-4c77f24856f1
	UA-PRE-UNMISS-COMMSNET-ROLES

	53d075ee-e7d9-4088-9453-4d9b4193e0c9
	UA-PRE-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	519f5b37-f270-4938-a656-2fdc427e3cd0
	UA-PRE-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	805bf7e5-67b6-4862-ba43-5123850bc8e3
	UA-PRE-UNSOS-COMMSNET-ROLES

	cce19eb4-3cfa-4e04-9daf-c81915f62b54
	UA-PRE-UNSOS-COMMSNET-ROLES-FLIGHTVIEWER

	25df0b87-05bb-413d-b8ba-a31c6fba2ca9
	UA-PRE-UNSOS-COMMSNET-ROLES-RADIOVIEWER

	e69fe171-ccd3-441e-bfd7-f8231a2fd501
	UA-QC-MINUSMA-COMMSNET-ROLES

	e79f29a0-8052-43f4-aabf-fe98e8a56a5b
	UA-QC-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	f5090e8e-ea14-47e5-9473-2550379ea96e
	UA-QC-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	65d013c5-02d6-46ab-87d4-54d48e56cfd8
	UA-QC-UNMISS-COMMSNET-ROLES

	94fc2ce8-ded1-42d2-be14-f845db04b827
	UA-QC-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	1fd80985-25d9-43da-831e-d0b9cf63770c
	UA-QC-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	c08e69b5-50b4-47a8-8c8f-a907537b857f
	UA-QC-UNSOS-COMMSNET-ROLES

	6507db12-464f-4c27-bda8-1d26d0fc87fb
	UA-QC-UNSOS-COMMSNET-ROLES-FLIGHTVIEWER

	ac8fe1a7-3eef-43db-a3b9-124fc9fd84ac
	UA-QC-UNSOS-COMMSNET-ROLES-RADIOVIEWER

	3ecf37eb-de56-4d83-a43b-1f78ae999698
	UA-TRA-MINUSMA-COMMSNET-ROLES

	fbeada90-e057-475b-8ff3-4c7e5c8f79f4
	UA-TRA-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	6af3e641-6170-4f02-903d-3d86f9bfac78
	UA-TRA-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	284be60a-587d-4b97-b083-09d31d646d47
	UA-TRA-UNMISS-COMMSNET-ROLES

	89965441-4a76-46ad-84de-f015a71dfca2
	UA-TRA-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	64f3ba2a-8276-4641-a714-d1c8d4bec7b5
	UA-TRA-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	fad55abf-a23b-4ec5-bab2-baca310bf4ba
	UA-UAT-MINUSMA-COMMSNET-ROLES

	b6fc1382-aed0-40a2-b976-57643d9650e8
	UA-UAT-MINUSMA-COMMSNET-ROLES-FLIGHTVIEWER

	768b8675-65b1-4585-ad08-bcdd6cb9c21d
	UA-UAT-MINUSMA-COMMSNET-ROLES-RADIOVIEWER

	e2750643-bcab-4cf5-9f7a-6ce1e2495f6e
	UA-UAT-UNMISS-COMMSNET-ROLES

	60b4edc0-096f-4bbd-ba3c-84ba9c09e99b
	UA-UAT-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	c20ed95a-045e-482d-843f-89b264e823b4
	UA-UAT-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	5c13ea58-f2ea-4307-a7fe-4e2b6f9c3827
	UA-UAT-UNSOS-COMMSNET-ROLES

	cd3a7722-de3b-4d85-b613-30f80a68e961
	UA-UAT-UNSOS-COMMSNET-ROLES-FLIGHTVIEWER

	8fb5a92d-4a14-43a1-96ac-8fbd554377a5
	UA-UAT-UNSOS-COMMSNET-ROLES-RADIOVIEWER

	9dbf7af4-6884-41ff-a8b3-f7a11a2ef3e2
	UA-UNMISS-COMMSNET-ROLES

	2425ef7a-bd92-4260-ae5b-0e1b0b195621
	UA-UNMISS-COMMSNET-ROLES-FLIGHTVIEWER

	39a43c43-5fd4-401a-a568-147cfe49d1ae
	UA-UNMISS-COMMSNET-ROLES-RADIOVIEWER

	8789ab5d-5d2d-4821-bc87-a5977b289126
	UA-UNSOS-COMMSNET-ROLES

	9978b31a-5851-4602-8004-57b6aeb2397a
	UA-UNSOS-COMMSNET-ROLES-FLIGHTVIEWER

	351b0b81-6057-414e-9ec2-58abaa21c879
	UA-UNSOS-COMMSNET-ROLES-RADIOVIEWER

	d9fbd302-2cef-4331-bed4-a32ebdbda6f6

	UA-DEV-MINUSCA-COMMSNET-RADIOVIEWER: 


	056defe2-7384-476e-bafe-f50299b09d48

	UA-DEV-MINUSCA-COMMSNET-FLIGHTVIEWER: 


	3af6a043-317c-45e9-8314-85df5f0ca36a

	UA-QC-MINUSCA-COMMSNET-FLIGHTVIEWER: 


	867ab103-4fa0-4992-90ef-be46f7d646b2

	UA-QC-MINUSCA-COMMSNET-RADIOVIEWER: 


	57d4a2d8-4189-42fb-8b0e-5107d94d8b05

	UA-PRE-MINUSCA-COMMSNET-FLIGHTVIEWER

	cf6c5bbf-b7cf-4019-b89d-e8488b65d92f
	UA-PRE-MINUSCA-COMMSNET-RADIOVIEWER

	: 04e5531f-86fb-4ec7-b8d1-2fb6f6c36365

	UA-MINUSCA-COMMSNET-FLIGHTVIEWER

	76d16886-f454-4908-97cc-056e45ea32a2
	UA-MINUSCA-COMMSNET-RADIOVIEWER: 




Page 1 of 1

image1.png
@& UNOPS

Operational excellence for results that matter




