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[bookmark: _Toc229406101]Purpose of this document

This document describes the procedure required to the INITIAL installation of UMC module of “Notifications platform” in both, FE & BE

[bookmark: _Toc229406102]Backup
Run as root all the following steps.
[bookmark: _Toc167786761][bookmark: _Toc229406103]Both Tomcat servers
Run as root:

# mkdir -p /opt/backup/umc/v1.0.6/
[bookmark: _Toc229406104]Copy the current comms.war file
# cp -p /opt/tomcat/webapps/umc.war /opt/backup/umc/v1.0.6/
[bookmark: _Toc229406105]Copy the current frontend files
# tar -czpvf /opt/backup/umc/v1.0.6/umc-fe-code.tar.gz  -C /opt/www/umc-fe .
[bookmark: _Toc229406106]Backend (Java/Tomcat server)
[bookmark: _Toc167786775][bookmark: _Toc229406107]Tomcat  (PRE & PROD)
[bookmark: _Toc178161390][bookmark: _Toc229406108]Execute SQL update
	ALTER TABLE `pending_actions`
	ADD COLUMN `partition_id`  VARCHAR(250);



[bookmark: _Toc229406109]Update the configuration
1- Edit the file /opt/appconfigs/umc/aad.cfg
2- Add the following block at the beginning of the file:
	// Needs Directory.ReadAll or User.Read.All (user/memberOf endpt). Used for getting the M2M token for GRAPH(or other Apps)
auth.M2MclientId=COPY_THE_SAME_VALUE_AS_auth.clientId
auth.M2MclientSecret= COPY_THE_SAME_VALUE_AS_auth.clientSecret



[bookmark: _Toc229406110]Update the .war file
1- Unzip the “COMMON.zip” file and use its content for this point.
2- Copy “/backend/war/umc.war” inside /tmp folder
3- Execute the following commands:
a. # chown tomcat:tomcat /tmp/umc.war
b. # chmod 640 /tmp/umc.war
c. # mv /tmp/umc.war /opt/tomcat/webapps/umc.war
d. 	mv: overwrite ‘/opt/tomcat/webapps/umc.war’? y	

Note: NEVER use the tomcat Manager website to do this deploy because the file in /opt/tomcat/conf/Catalina/localhost/umc.xml is deleted, and it contains the information of the cookie, etc.)
[bookmark: _Toc178161391][bookmark: _Toc229406111]Contact Santiago Romero to perform the tasks related to configure the “cron” of only ONE front-end server to execute the sanity check service one a day.
[bookmark: _Toc229406112]RESTART Tomcat:
# systemctl restart tomcat
# systemctl status tomcat
[bookmark: _Toc229406113]Server deployment validation
[bookmark: _Toc178161394][bookmark: _Toc229406114]Check the platform version number
Directly to each front-end server
Open the following URL in any browser:
http://{server}/umc/api/v1/rest/version
 
If the version gathered in the response is different to the following, then the platform was not properly installed.
	{"version": "1.0.7"}


e.g.:
http://notif-d-app-02.global.un.org/umc/api/v1/rest/version

Through the NetScaler/Load balancer (Do it when BOTH nodes have been deployed)
Open the following URL in any browser:
PRE: https://pre-comms.uniteaware.un.org/umc/api/v1/rest/version 
PROD: https://comms.uniteaware.un.org/umc/api/v1/rest/version 

If the version gathered in the response is different to the following, then the platform was not properly installed.
	{"version": "1.0.7"}



[bookmark: _Toc178161395][bookmark: _Toc229406115]Check status
Directly to each front-end server
Open the following URL in any browser:
http://{server}/umc/api/v1/rest/monitor
If the response is different to the following JSON then the platform is not working properly.
	{"status": "ok"}


e.g.:
http://notif-d-app-02.global.un.org/umc/api/v1/rest/monitor 
Through the NetScaler/Load balancer (Do it when BOTH nodes have been deployed)
Open the following URL in any browser:
PRE: https://pre-comms.uniteaware.un.org/umc/api/v1/rest/monitor 
PROD: https://comms.uniteaware.un.org/umc/api/v1/rest/monitor
If the response is different to the following JSON then the platform is not working properly.
	{"status": "ok"}



[bookmark: _Toc229406116]Front-end (React static files) (PRE & PROD)
Run as root:
 ADJUSTING THE ENVIRONMENT {env} in green (with values: pre/production)
1- Delete the destination folder (if it already exists):
a. # rm -rf /opt/www/umc-fe/
2- # mkdir -p /opt/www/umc-fe/
3- copy the file /frontend/code/umc-fe-code-{env}.tar.gz  to /tmp/umc-fe-code-{env}.tar.gz 
4- Extract the content of umc-fe-code-{env}.tar.gz
a. # tar -xzvf /tmp/umc-fe-code-{env}.tar.gz -C /opt/www/umc-fe/
5- Adjust the permissions:
a. # chown -R nginx:nginx /opt/www
b. # chmod -R u=r,g=,o= /opt/www/umc-fe/*
c. # find /opt/www/ -type d -exec chmod u=rx {} \;
[bookmark: _Toc229406117]Front-end deployment validation
Open the following URL in any browser:
PRE: https://pre-comms.uniteaware.un.org/umc/unmiss 
PROD: https://comms.uniteaware.un.org/umc/unmiss 
[bookmark: _Toc228776503][bookmark: _Toc229406118]Version check
Open the following URL in any browser (press Ctrl+F5 to full refresh):
PRE: https://pre-comms.uniteaware.un.org/umc/version.json
PROD: https://comms.uniteaware.un.org/umc/version.json	

They must show the current version of the Navigation Bar:
	{
  "version": "1.0.7"
}



[bookmark: _Toc167786785][bookmark: _Toc229406119]Rollback procedure (valid for PRE & PROD)
[bookmark: _Toc167786786][bookmark: _Toc229406120]Both Tomcat servers
[bookmark: _Toc167786788][bookmark: _Toc167786790][bookmark: _Toc229406121]It is not needed to rollback the previously executed sql
[bookmark: _Toc229406122]Restore the .war file
# chown tomcat:tomcat /opt/backup/umc/v1.0.6/umc.war 
# chmod 640 /opt/backup/umc/v1.0.6/umc.war 
# cp -p /opt/backup/umc/v1.0.6/umc.war /opt/tomcat/webapps/umc.war
# systemctl restart tomcat
[bookmark: _Toc229406123]Restore the frontend files
Follow the same process as defined in “Front-end (React static files)” but taking as the origin file the one previously backed up in /opt/backup/umc/v1.0.6/umc-fe-code.tar.gz

[bookmark: _Toc229406124]Test the result of the rollback
Do the tests described in the sections 5.2.1 & 6.1.1. And now the version gathered must be
	{"version": "1.0.6"}











Page 20 of 22

image1.png
@& UNOPS

Operational excellence for results that matter




