
From: Rafael Ballestas <rafael.ballestas@un.org> 
Sent: Monday, September 15, 2025 3:53:33 PM 
 

Dear All, 

A critical vulnerability in servers 85.159.203.68 and 85.159.204.202 was reported by an 
external researcher and confirmed by our team. I will be your point of contact regarding its 
remediation. If there is any further information we can provide, please let me know. Here 
are some more details regarding the vulnerability: 

WO: WO-IM-1-12570168602 

CVE: https://nvd.nist.gov/vuln/detail/CVE-2022-29464 

Vendor recommendations: https://security.docs.wso2.com/en/latest/security-
announcements/security-advisories/2022/WSO2-2021-1738/ 

Besides following the specific recommendations by the vendor above, it is advised to 
update the services to their most up to date stable versions, as much as possible. 

 

Best, 

 

Rafael Ballestas 

ICT Security Technician 

ICT Security Service 

Office of Information and Communications Technology 

United Nations 

UNGSC 

rafael.ballestas@un.org 

PGP: 2E43 1E37 F5EE F5A5 7543 6962 D274 6768 CC26 42B3 
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